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Put any automated Excel
task atyour ngertips with a
simple right-click

Best practices for securing
your VoIP communications

Add some funand air to
your art with a colorful crayon
creation

From the Editor

You might waste too much time
running macros in Excel if you constantly
open the Macros dialog box. Instead,
we Il show you how to add any macro to
your right-click menu for fast access.

Many companies have switched their
telephones to VoIP communications.
VolIP lets you talk with international
coworkers and clients for less money.
But you have to know how to keep your
VolP secure.

Finally, add another tool to your
Photoshop toolbox. Here s how to take
a photo and transform it into a crayon
drawing  no kindergarteners needed!
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Put any automated Excel task at your
fingertips with a simple right-click

If you don t know your options for accessing a macro, you might fall into the bad habit of
accessing the Macros window each time you want to run it. Here s another great place to access
your macros  on the shortcut menu that displays when you right-click on a cell. Add it to your
arsenal of customizations so you can coerce Excel into  tting your work style. Adding macros to
your toolbars, your menu bars, and even assigning shortcut keys are all fairly well-known ways to

access macros. However, we Il show you how a little VBA can give you a fourth option.

Include a macro that inserts default
text into the cell.

Pick out a macro to run with .
one click

There are endless possibilities to what
macros you can run through the shortcut
menu. The most logical choice is one that
focuses on the active cell. Since the other
menu items on the shortcut menu directly
a ect the selected cell, you might assume
that the shortcut menu s items apply to the
cell on which you right-click.

Here are a few ideas to inspire you
when it s time to choose a macro to add to
your shortcut menu:

* Include a macro that adds a comment
with default text to the active cell.

In our example, we ve chosen to create a

macro that applies strikethrough formatting

to the active cell s text. We Il use this to

indicate that a stage in the project planning

process is complete.

Build a sample macro

Let s create the sample macro that we want
to attach to the shortcut menu. You can use
our macro or you can use an existing macro
in your own workbook.

e Include a macro that applies custom
number formatting to the active cell.
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To create a macro that applies
strikethrough to your text:

1. Launch Excel and open any workbook
in which you want to easily add
strikethrough to
acellstext.

2. Press [Alt][F11]
to open the
Visual Basic
Editor (VBE).

3. Choose Insert
| Module from
the menu bar
to open a blank
code window.

Putting your training into practice.
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Adapt for Excel 2007 4. Insert the code in Listing A.
This article technique works the same
way in Excel 2007 as it does in earlier
versions. In fact, adding macros to your
right-click menu becomes especially
important in Excel 2007 because you
have less exibility as far as customizing

The sub procedure sets the
Strikethrough property for the active
cell s Font property to True. By default,
this property is False.

the new Ribbon interface. Add the macro to your
shortcut menu
Now that you have a sample macro
Listing A: to work with, it s time to create an

to the active cell's text macro to your shortcut menu.
Option Explicit

Sub Strikethrough() To insert a new item in your shortcut
ActiveCell .Font.Strikethrough = True menu:
End Sub

1. Press [Enter] twice to insert a blank
line after your procedure.
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2. Enter the codein Listing B. If
youre usingadi erent macro,
substitute relevant text for the
Caption and OnAction properties.

You only need to run this macro once to

add the Strikethrough() procedure to

your shortcut menu.

To test the procedure:

1. Choose File | Close And Return
To Microsoft Excel from the VBE s
menu bar.

2. Press [Alt][F8] to open the Macro
window.

3. Select AddMenuShortcut from the
list box and click the Run button.

4. Right-click on any cell in your
worksheet and select the new
menu item, Mark As Complete, as
shown in Figure A.

When you select Mark As Complete from

the menu, Excel applies strikethrough

formatting to the selected cell s text.

Quickly remove the new
menu item
You might not always want to include

Mark As Complete on your shortcut menu.

Fortunately, a short macro can delete the
item from your menu.

To create a macro that deletes the
menu item:

1. Press [Alt][F11] to open the VBE
again.

2. Press [Enter] twice to leave a blank
line after your existing code.

3. Enter the code in Listing C in the
code window.

Return to your worksheet, access the
Macros window again and run the
DeleteMenuShortcut() procedure. If you
right-click on any cell, you Il notice that
the Mark As Complete menu item no
longer exists in the shortcut menu. @

Listing B:
Code to add the sample macro to your
shortcut menu

Sub AddMenuShortcut()
Dim cbrMenu As CommandBarControl

Set cbrMenu = CommandBars(“Cell”).
Controls.Add

With cbrMenu
.Caption = “Mark As Complete”
.OnAction = “Strikethrough”
.Faceld = 1106
End With
End Sub

Listing C:

Code to delete the macro’s menu item

Sub DeleteMenuShortcut()

CommandBars(“Cell”).Controls _
(“Mark As Complete™).Delete

End Sub
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Best practices for securing your VoIP

communications

Voice over IP (VoIP) has nally come into its own. Sound quality, reliability, and ease of use now approach that
of traditional landlines. Furthermore, the technology can save your company a bundle in long-distance charges.

Unfortunately, there s still one 'y in the ointment, and it s a big one

security risks inherent to TCP/IP. In short,

telephone calls routed over the internet are vulnerable to many of the same malicious attacks as traditional

internet communications.

How VoIP works

Todevelopan e ective strategy for
securing your VolP communications,
you need to rstunderstand how the
technology works. So, let s outline VolIPs
fundamental operational components.

Switching technologies
Voice communications use one of two

di erent types of switching technologies:

»  Circuit switching. The traditional
telephone network uses circuit
switching technology. In circuit
switching, a dedicated point-to-
point circuit is established for each
call, hence its name. In other words,
the entire communication takes
place over a dedicated channel and
takes the same route to get from
Caller A to Caller B and back.

Packet switching. IP networks,
on the other hand, use packet
switching. In packet switching,
data is broken up into chunks,
called packets, and each is sent
individually over the network.
While individual packets may take
di erentroutes, they all reach the

same destination eventually, and
are reassembled upon arrival.

VolIP gateways

Using an IP phone to call someone
whose phone service is on the regular
telco network requires a VoIP gateway.
The VolIP gateway is responsible for
converting the IP data to analog voice
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telephone network.
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Branch Exchange (PBX) equipment, a
call management server routes calls
internally, logs call information, and
stores voicemail messages.

A typical VoIP topology

If your organization hasn t yet
implemented VolP, it should consider
doing so, as VolP provides signi cant
cost savings over traditional landlines.
To help you start planning for a VolIP
rollout, we ve provided a typical VoIP
topology, as shown in Figure A. From

this topology, you can determine which
network devices you Il need to budget
for. Alternately, if you re operating a smalll
business, Figure B illustrate a typical
VolIP device for the SOHO and SMB
markets.

VoIP providers

There are many di erent VoIP options
today, at both the consumer and
commercial levels. Some companies
focus on residential and small business
VolIP. Others focus on business
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Public Telephone Company

VolP Device

Public Telephone Company

/ \ Your VolIP device connects your PBX system to your LAN.

customers. In fact, more and more
providers o er both. Many companies
0 er both hardware and software
solutions.

VoIP solutions

» ATA (Analog Telephone Adapter)
solutions. You plug traditional
analog phones into the ATA
converter and plug the ATA device
into a broadband modem or T-
carrier router.

* IP Phones. You plug these
telephones into an IP router
instead of a phone jack. A variant
is the wireless IP phones that use
802.11 technologies instead of an
Ethernet cable to connect to your
IP network.

» Software-based solutions. You
install the VolP software on your
computer and use its microphone,
sound card, and speakers to make
calls. Some of these (such as Skype)
o erfree versions, and you don't
have monthly charges as you do
with VolP providers.

VolIP features

VolP services o er the same services
available with a traditional phone

line (caller ID, call waiting, voicemail,
conference calling, etc.), but usually at

no extra charge. However, VoIP also
provides features not usually o ered with
traditional phone service, such as these:

* The ability to send your voicemail
messages to you via email as an
audio le attachment.

Phone ports

LAN ports

WAN port

B This VolIP device combines an internet router, LAN switch, and
telephone switch in a single package.



e Call Itering that lets you route
speci ccallsindi erentways,
including: forwarding some calls
to another number, sending
some calls directly to voicemail
instead of ringing your phone, and
even playing di erent voicemail
greetings for di erent calls.

VoIP security concerns

Phone system hacking has been around
much longer than VoIP. Some of the
earliest hackers were the so-called

phreakers who hacked the telephone
company network itself. As you can
imagine, putting your calls out there on
the public internet makes hacking them
much easier.

Remember that security is just as
important for VolIP as for other types of
data. Outsiders can intercept packets,
and worms and viruses can take down
your phone system.

Organizations rely on the tele-
phone to conduct business. With VolIP,
your phone service is only as reliable as
your IP network and internet connec-
tion. An outage means not just loss of
email and data resources, but virtually
all communications. Yet, some organi-
zations implement VolP without put-
ting a security plan in place to protect
them from that eventuality.

Points of vulnerability
Security professionals have identi ed
several points of vulnerabilities with
respect to VolP, as listed here:

Hackers can target the gateway to
make free calls.

Hackers can target the call
management server to access or
delete your voicemail messages.

Hackers can hijack calls and
redirect them to another location.

Attackers can launch Denial of
Service (DoS) attacks that exploit
the Session Initiation Protocol (SIP),
used for voice communications, to
crash the VolIP system.

Attackers can launch Distributed
DosS (DDoS) attacks that program
your phones to make a huge
number of calls to another
business, ooding its system.

Eavesdroppers can intercept
packets in transit using sni er

software and listen in on your calls.

Spammers can use directory
harvesting to collect IP phone
addresses.

Phishers can hack VolP s caller ID
feature to spoof phone numbers,
making it look as if they re calling
fromadi erentlocation, such asa
bank or credit card company.

Note: Another source of trouble for VoIP
admins and users is SPIT (SPam over
Internet Telephony). Taking telemarketing
to the next level, spammers can quickly
fill the disk space allocated for voice
mailboxes with advertising messages.

There are other security issues that
administrators might not even think
about. For example, many IP phones use
the Trivial File Transfer Protocol (TFTP)
for updating rmware and con guration
data. TFTP is a non-secure protocol, and
a hacker could conceivably upload data
to your phone this way.

Key security measures

Since VolP is just another form of IP

data, securing itisn t that much di erent
from securing your data network. Here
are some speci c steps you can take to
better secure your VolP tra c:

*  Ensure that your VolIP devices are
behind a properly con gured
rewall one that supports the
Session Initiation Protocol (SIP)
and H.323 protocols used for voice
communications.

* EncryptVolPtra csothat,inthe
event it s intercepted, hackers
won t be able to listen in on your
conversations. Performance may
be a ected slightly, but security
will be improved.

e Lock down your VolIP servers to
prevent unauthorized access to
voice mail messages, call logs, and
other information.

e Ensure that your VolP servers have
up-to-date anti-virus and anti-
spyware protection and have the
latest security updates.

* Useavirtual local area network
(VLAN) con guration to isolate
your voice tra ¢ from your data
tra c.

Note: Some VolP providers recommend
that you connect the ATA device directly
to your internet connection, in front
of your router or firewall. This can
increase performance, but also decrease
security.

Fault tolerance
In case all your protective mechanisms
don t work and a hacker crashes your
VolIP system, you need to plan for fault
tolerance just as you do with your data
network. Redundancy is the key to
minimal interruption of business.
Ensure that you have a backup
plan for providing telephone service,
whether it s a second VolP provider
(with a second internet connection),
landlines, or cellular phones. It s espe-
cially important to ensure access to 911
emergency services. @
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